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Abstract 
 
With the rapid development of Internet technology, the development of hacker 
attacks and the benefit’s chain of Internet black industry have not stopped. The new 
Trojan adopted Rootkit Technology infection operation system boot sector, and 
security scan software can not fully clear these Trojan. It brings a huge challenge to 
the information security. Within the current technology of detecting hidden process, 
Cross-view comparison is a common method of detecting hidden processes. Its 
effectiveness depends largely on the ability to obtain a credible process list. The 
existing cross-view comparison accesses information by setting information 
acquisition in the operating systems. It’s easy for the kernel-level Rootkit to cheat and 
bypass it.  
To solve this problem, we focus on hardware virtualization technology and 
expand the development history and realization of the virtualization technology. 
Definition and classification of hardware virtualization technology are introduced, and 
then the operating system’s kernel and hardware virtualization technology are 
researched and analyzed deeply, especially using the Intel VT-x technology to 
construct a light-level VMM. Combined with the present communication mechanism 
of the operating system and new instruction in hardware virtualization, we put 
forward a kind of semantic mapping and reconstruction methods to fill the semantic 
gap, achieving communication between VMM and the Guest OS. Based on this, we 
design and implement the hidden Trojan process detection system on hardware 
virtualization technology. Through a lot of experiments, this technology can 
effectively achieve to detect the hidden process and terminate the process monitored. 
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2011 年度安全报告称，瑞星公司截获病毒 922 万个，比 2010 年上升 22.9%，受
害网民11.7亿人次。从2011年度新增病毒的种类来看，木马（trojan）共有7,087,420




2.51%、2.29%和 2.25%（见图 1-1）。 
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3 
藏进程的目的，而当前的用户态和内核态的进程检测方法，相对于 ring0 级的








Intel 在其 CPU 产品中加入了硬件虚拟化扩展技术（VT-x）。VT-x 引入了一种新
型的 CPU 操作模式 VMX，VMX 进一步分为根模式和非根模式。虚拟机监控器
在 VT-x 的帮助下可以为上层操作系统提供一个虚拟的硬件环境。VMM 运行在
操作系统和底层硬件之间，处于根模式下，对各种系统资源具有完全控制权。操




























1994 年，Calvin Ko 提出了通过监视高特权级进程的执行来检测隐藏进程的
方法[4]。进程的执行本来是受限的、良性的，被非法使用后，进程的执行就会超
出这个范围。Calvin Ko 描述了一种程序策略规范语言，并通过这种语言描述了
Unix 进程规范。这种方法的 大缺点是只能检测优先级高的进程。 





1998 年，Wenke Lee 在 Forrest 的基础上，把数据挖掘的方法引入进程系统
调用序列的研究中，通过一系列的规则刻画了进程正常态的系统调用序列，把这
些规则作为判断进程是否异常的标准[6]。 
2000 年，Andreas Wespi 在 Forrest 的基础上又提出了使用可变长度的系统调
用序列描述进程行为的进程检测方法[7]。国内在进程检测技术的研究方面开始的





的层面上，未来的 Rootkit 进程隐藏技术有可能脱离 Windows 系统独立存在于某
些硬件当中[10]。例如安装到 BIOS 或处理器的微码中，依附于操作系统的上层
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